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Architecture Blueprint: Privacy-First
Framework Implementation

1. Zero Third-Party Tracker Architecture

To fulfill the commitment of "No third-party cookies. No data selling. Ever."”, the network
layer explicitly cuts out external tracking dependencies.
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e Self-Contained Asset Delivery: Instead of pulling shared script dependencies from
external CDNs that use cross-site tracking techniques, all essential styles, fonts, and
assets are hosted locally on our own domains.

e First-Party Isolation: The application strictly uses standard PHP session structures
(PHPSESSID) generated directly by the host server. No tracking cookies are written or
transmitted to any third-party marketing, analytics, or optimization networks.
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2. Aggregated Anonymity & Anti-Sybil Pipeline

The core mechanic of the platform relies on verifying individual participation integrity
without linking specific votes to personal identity records. This is achieved by running a
decoupled, one-way validation pipeline.
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Step 1: Participation Verification

When a user interacts with a survey, the system validates eligibility via a transient, local 32-byte
hexadecimal session identifier (voter_id). This confirms the connection is legitimate and
prevents double-voting without requiring user signups or collecting invasive biometric records.
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Step 2: Cryptographic Disassociation

The verification system checks the token against an active participation ledger. Once validated,
the system strips away all volatile user metadata—including incoming IP addresses, network
signatures, and browser User-Agents—from the choice configuration.

Step 3: Incremental Aggregation Only

The database structure does not create a relational row linking a distinct user ID to a distinct
vote choice. Instead, the backend executes an immediate atomic mathematical increment
directly on the global totals:

$$\text{Option Count} = \text{Option Count} + 1$$
Because data is only saved in this aggregated anonymity state, it is technically impossible to
reverse-engineer the database to find out how an individual voted.

3. Data Leakage & Zero-Retention Protocols

e Ephemeral Geolocation: Regional configuration lookups (used to serve localized
currency pricing or handle geofenced poll limits) happen entirely on-the-fly in system
memory. The system discards raw location IP components immediately after routing,
ensuring no long-term storage of user movement patterns.

e Isolated Database Realms: Waitlist details (emails provided voluntarily for notifications)
and administrative creator records are kept in distinct, isolated database layers. These
lines are structurally completely disconnected from the anonymous public voting
mechanics, maintaining a strict barrier between user identity and platform sentiment
data.
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